# B

V27 Koz 7705702 aryOEEIm (k)
—N\—ROI7ICLDY T I TTME VI —{LHifi—

FIEBEA
RREGRBZRIMAZBREKRE BREIZ IR
akito-m@is.naist.jp

Clark Thomborson
Department of Computer Science, The University of Auckland
cthombor@cs.auckland.ac.nz

BIfR ClE, VT IO T PBATCOTOFT Iy a vFEiaEiBN Ulc. &8 (%&iR) Cl&, KD s@hidsi it LT, J\—
NO T PZHATLARICOVNTENRD.

IFEDEEE LT, IBM, Intel, Microsoft dEDAKF IV E 1 —FhFEZEFIDE T HIRELEE Trusted
Computing Group (TCG) 1S, PCICEH T F1UT +F v T (TPM: Trusted Platform Module) Mft
BEEELTVDY . e, TCCOEERBLIEZ—+F72F +& LT, Microsoft (& Next-Generation
Secure Computing Base (NGSCB) =%z ™2 , /8 Windows (Longhorn) ADEEZFELTND. —H.
ERTUEREDOT O—F1EEDNRBILY AT AICIE, KORMCEMIE/I\REBES 7 —FFT I F v HMERLD
AL nNTWsg. Ffc, FF, JvE1—5Dmaty MIERZE (%, Diversity) ZH 829 &ETAIE
YT D TP ICRTDMEZEEH DT EDRRINTVD. AR CTIE, CNOSOHEMICDWNT, MWBENITHENT
gB.

Y ETEITTEZETH S, WANIZIE, execute-only
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V7 b7 = 7 BAETORERINIE, white-box 5>
AT L EDFNHRTTERS 2 L1z, Z ORI
BIRESIN TV, K, 942y AF 2y I N—F v
D &I HTa T T LhOERET I & SER IR T 5
EIHEEEATRTH D, 74y ARSI L 728
A, BXY, KM 2856 05RO 2 E) IR EE % il E
L, WiKT 22 LT, 205 DESD S EHEITIE % R
ETELR-OTHD. ZDLD RENENT»S 70 s 5
LR ETB10121F, XEYRAZDEREZRS S 7%
WEHNZT Ty IRy 7 A" TN D S

IS5y IOmy IAERT
777 A0FEFIREZERL, 77y 71y 721
T231200#kE, 717 7 A2k % execute-only X €

AEVIE, CPULEHEH—DN—=FD7 =27F v 7 EDread-
only # €V (ROM) & L THEZ N 5. CPUDMEE 72N —
N=RF7=X77F %&b, 707757904
ftxnCwsgs, 77 v 7K Ky 7 ATHSCPUN
DTVT T L%, T—=FLIRYRINEAEY, A
M EICFEAH T 2 EEATREE 72 5.

7oy IRy P ADGL ) 1ODOFEIE L, Ty
FLBLUOMT 2T =92 N—FY =72k % imi
A% (7= & Z1ZASIC : Application Specific Integrated
Circuit) £ LTHRT 22 LT, 7=y FRLICT
0y o LEEGRETLIETHD. JOHFEIE G
BT=YDEFN—F DX %, RN DLEMD
PRI NZ 7077 LB TRICENTH 3.
WERFRELTL, 77y 7Ky 7 AR/ L TS
PORFNLo T AN "G Z, ZOWMN%EBNT 2 2 LT,
7w IRy 7 AOHREEHHT A ENEZ NS,

EULEWAFENTED, SROFBAEMNMNERESINS.

*1 The Trusted Computing Group: Home, https:/Avww.trustedcomputinggroup.org/
%2 Microsoft NGSCB Webpage, http:/Avww.microsoft.com/ngsch/ 772U, 200542 BR DS TIENGSCBESESRUE T —H A TR—Y
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7077 LoD b 2 BEEMT, D, ZDI/0A
V72— APEBICHEINT L2451, ZDL)
RWEDNIEI T D HERIIRS &5, 2L, HEICHE
FrENIT AT LTH - TH, BEXKYL 22 HlH3H
5#Cw%. Bond & Anderson” i, IBM ® Common
Cryptographic Architecture version 2.40 12X L, 77 v
7Ry 7 AL S W SRR RET 5 DRI L #77
ZOMORE L LTS, WEEINICHEHE LT
Y% (power analysis attack), APRRFEICIEHL 2%
A 2 v 7B (timing attack) 72 EDWVWbHW LA FF v
FNVKEESS, F v 7RMZ Hl o TRl 2 #E H S TRbT
T2 Lo YN ARENEZ NS, TDKIRIK
BUCA LT, PN, BXY, EXUNAINS v o8— X
VER NS NV DRt

BBRHNE TSy IRV IR

R D & 9 %ffibee 77 v 7 Ry 7 205%, ~N—F
T Fy THED TR ST LTy 7T — T3 TR
DBRVEVIREBHL, Ty 7 T—1+T25701C37
Ty IRy ABRESREEZELBEILZLENRHD, KE
BRARDBDDL, 22T, Ty 77— EAREETS
7=, 7a7 7LD OHRET Ty IRy FRAEL
THET 3 HEREL NS,

ZoHETE, B-1CnT LI, RENRELD
7077 APy DEELTST (s LELT) 2YDILD, Wit
T UNR—MWZFFoenN—F 7 2 7EY 2 — VHATFHE
T2, EYVa2— )VHDOBEMAREL T, Fyr7u (Y
TNAYEY 7 2—APUSBA v ¥ 7 = —RIZELAEL
INEIRTNRNAR) PAR—A—FBEZ oD, Hs%
BRBVE—PHRAMIHRETLIELEFEZIONS, s
ZYOM-7EO D7 a 754 (P LHT) &, @HEHD
a7 g L ERBROGET I - IGEE N D,
CDPsIF, FHAME LCTHEED FITI N0, sDFELT
FHANDY 7V —F VIFRH LI X DiThbit 5.

COHEORRFIZ, sz#EYIESI LT, Tury
FENTZEPREEE R DL ZETHD, i, P
DX RMEEZBMT S LIEEL DAY Er—FITE
WCHIEEINS 2 a A P THRETH 270, ZOHAD
T FH AR 1348,

WS 74T MDD 77y b 74— DEHE
BEELILLHRETH L. UKD, KEDT T v
F 74— L TORTT YT LWEFTHREE 5 X 9 ITPs

Py B
H, (%3
v
Anr"

FER AT L

-1 OIS LOBRNETS v IRy Ik

ZRMLTE B, 7L, ZOBE, Iy b7 —4
DN—=F72T7bLLIEY 7227527y 77 L—F
T30, PsOT Y 7T — 3B E R D,

CO/HARDRED1IDIE, Tz iiid 5%
DITIFEE FOTRIAART, ZDODY]) - 2R
FREVZETH L, WEHZ, P22 LT,
HAZ&FEN5 707 7 A2 WO T k25 2 Lo
TES, X5l KE¥EEZ, HWNHOY 7 L—F %
OS2 T ANV 7R 77 0% BL, SEEF
AN " H A5 2 CZ DR % 1T 2 WEg ks &
5. KRS, sOEREZIET a - FCThoh, 0
WD szRD I EBBEDTHS, DKL) BKE
kD, MR Ry NcEEns 7L —F ol
DENT SN, Z OWEINRIML 72, o L2 iR
T B ledITiE, FHEFE, HEHBEEERs 29 £ OGEY,
Pz is L, 512, HiO A 2K ST 24 e
LCKRIkdT 2068035 %, ke, —M#ic, HiOFETER
BICBI 25 INE Ps D FATBREL & TERTH L </
X, sOBETITEWTIE, EFMRL FocER
AR, THETIEH 2 DFETHEIIE BV #i9% s
ELTGERMNEND S

I 1DODREIL, P2 Ty 77— 358, Ty
7T = FDNENP 2V TEHL Todud R D3,
BHICKkoTEsbMEFICT v 77— F§ 20803 %
lETHB., Zouh, Bellshisz 7 747V
NERET X 2 T REEHRSIBEL LD, Oy
PHilzze X2V T4 Rh— L ERDED,

3 Version 2.4.1 TIEZ DBEEFH S IENHINTND,

http://Awww-3.ibm.com/security/cryptocards/pdfs/CCA_Basic_Services_241_Revised_20030918.pdf
*4FIPS PUB 140-2, NIST, http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
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On-the-fly i5S

On-the-flyk551%, XA v X €Y LoBs{bans7
0s I ABLOFT—%%, CPUNEICEWTNA R
firdh L<IEY — FHMLCES L A2 6379 2 AThH
%5, ZOfATRE, BELETe S L2 ET R0
DT 7y 7Ry JARBEE LV, 2070, HiED
BRI THREQZ FAVNIVEVIRERH ), %L on
AT 7aty B CERAIN TV S,

ZDHADREZ, WS XDRNENTHS 70 v
P EBEGZD ON4 b, LK, 7—F), 5
DRI EThd, —MNETXEREY, 7a)
7 DE TN D 570, KT 70y 705 IEF
M—RICIRES R\, ZD®, CBC (Cipher Block
Chaining) %> CFB (Cipher Feedback) 7 £ OH5€—F
ZHOCHES 70y 72l I ¢ 2 2 L TET, XL
MWx GO FRPBEINS,

ZEWEEDDL1OOFELE LT, NAKE 7 nxy
YT, TFLARZRZEZLL w5, T4hbs, %
e 7ay 7OME (XEY 7 FLR) 27 v 4k
L, ZO7 FLAZHDO—EE LTS, 7L 21, N
2AWG5 7 1 v 4 DP5002FP T, B-212R7 & 9 I,
3ODEFELEE% (17bit 7 F L AN 2 25567 5 EA,
8bit 7 — ¥ N2 %W H{LT B ED, XU, 8bitT—4%
NR BB 2EDY) % v 270 i EH#KIE, CPUF v
THDN Y v 78— RAM LICHHIENTw25, F—F N
AW ECLEAED X, ZOHKET 7 AINDEAEY
7RLRaZHW%, CPUa7» F—%d%7 KL Ra
ICEEAL ) L) EERITo A, FEBRICET—%
d’=EDgq(d) 237 FL 2 a’=EAk(a) ICEZAEN S, —
Ji, TRV Rado 7 —%&2HsaAtEac0E, EREIC
B7 FL RGPS T —F & AAEN, d=ED 'k o(d)
ko THEINLTFT—FDBCPUa TSNS,

7R, ZOXIBEFREMAVEELTY, Ty
ARV Yy 7T+ 7AW % AR RIS SR ITN L
Thagebidvuige, BEHE, A€) RICER
DG L EFAA, CPUICHEHTEE, Y A5 LDH
B (72 212, 2BV NOEZRAARDRLEL LBk
E) %@l TsILT, EX (IR T T DL Ra—F
PART VP BHEHTE 3 AEENESH %, Kuhn® I,
DS5002FP (2%} L CERRG S X EZ T, AEY Lo
BT =8 AT LM O LVR—F) KT 3
oolEes X (BefhEnrkz7ua 77 4) 2874, A

.i.*i.

CPU

core (K] SRAM
a EA |2,

——

K-2 J\ZESTOtvY (FREs) SHABAEY D

T LDHMEEND AN ZBIE AL S TR e SN S
N, WREINLTUT T LREHSBLNS L1k,
12ODXEE LT, L DANZATaky T, HEX
B RAMUMESAIS N X 91T, ¥ —D#FHEIA
AOGAMLEBMT 22 EB b Tws, 20K
Kl Best 2 X > THFFERNICIREI N, THEZEH{IC
Goldreich & Ostrovsky IZ & % Oblivious RAM & L CEf
6 bR E Y,

On-the-fly551%, 3 A b 2B OBIGRD & EIE L £
Y 7 7 L AR 2 ST 5 2 L 0L W BT IcE
AENg, & z1E, SREGEE, ATV EBGED
Fa—4%, Av—th—FhETHB, 4L DRSS
7aty i, PHINICREI NI AL Y XY 2RD,
uYy 7774 VFEICL 2HEADNMEEFEO TS,

CPUF vy VaAXREVICKBREITSYIRY IR
RO & 912, on-the-fly K551%, JEINIEGSB& 2%
LTz RD, ZelrE0 515051k, Lk
on-the-fly {72 H E 5%, —FICHST 35X
A M (5 7my 7R) 2RETEILTHS. C
DG, HEEBROMARINEZRIET27-00F vy v a
A E )% CPUNEICERT 20803 H 25, ZDLH T
Oy FHNEDOF v v aXE) %2 RENET Ty
IRy 7 AT ELTHWA HERIEES CREINTED,
Cerium”, XOM®, AEGIS” 207 —% 5 7 F v 48
REINT0 S,
ZOHETE, A LoTF—FTw s 7 A
ZESLLTRE, ZNoBBHEIZR > EAICDOA

5 “DS5002FP Secure Microprocessor Chip”, Dallas Semiconductor, http://pdfserv.maxim-ic.com/en/ds/DS5002FP.pdf
%6 Kuhn 3330 3) % FE T BHIC DSS002FP DEIFEICZ DBAERE L, RXPRRINLBEATEIIENELSNTNS,

560 46555 |EIRALIE 2005F5 A




FrvraXRYANLESL, ETTE Tuky Ty
TIEPER - BRI 5 v =R RO 2 L ER X
Nz, 7y HIHEDORXEVICT—F DOEZARELT
I 5E121%, on-the-fly /52l & FIER, & EAAR[IC T —
Y 2L TE DD 5,

COHADOREE, Fv 7LD T —5 AR
WS S DI L T 57280, FTRT7 4 —=
VAPMET TSI ETHL, M, B Tmy sk
RELT 2, 03, BMONS A2 L G5,
COETIREDEA DD L%, FITRROBIED 5,
NS 2 V2 2 EC2 50, BelEomir»s, &
57wy 7 CH-#2Hv2bFIcizwuriawn, 22
T, YAY—F =L EW, #iEE 70y 7 hEdERS
NTVRIERAEV DT FL R, BLY, 7rvy 7HD
REDOE Y Ml Er 6 7ry 7 2 LIl O#EE 4K
L, 5 9252¢LER%, ZONBICK DA —N—~y
Fix, EEEHADN—FY 272 H0%Z ETHhSLT
X%, .EZIE, AEGIS 7ut v ¥ Tk, 5713
ALELT128E v MDD AES (Advanced Encryption
Standard) Z ML, 013« 7 10 & A Fiifiz w7
30 HH DB — F TR I N A S EHN—F 7 =
Tk D, 128bitd 70y 7% 20ns TEHETE % L X
ncwz?,

PO CAFIHICKDIREIS v IRy IR

R 75y 7Ry 7 2% EEMNICHEET 3
12OFRELT, 7uty HHHEORAMICTE % 7
7t ARiE AT HESEEEH I Tw5, TCGH
NGSCB2 HIET DL ZD KA THD, NGSCBTIZ 7
S v Ry 7 Z{LE N A E ) HHIED 2 L % curtained
memory & WA T3,

XKD DAL =T 4 v 7T AT 4 (08S) LBV
Th, 77V 75—y avBEiEdTaXEVICNL, A
WIZT 7R RATERVEIHIICT 7k ARlHE T, A
Ex7ars a7 Az H#ELTHS, L)
L, buffer overflow % fJfl L % BEDE, OSDO7 7
L AT A GRS A S5 L) [ 0SDN
T2k BeFxa) T4 d—VOME TNy HOFLE,
DMA (Direct Memory Access) 7 /34 ADIFLE Lo 7z
BEFEDBH D, KO PCEREITEREL 7 7 & A Hilf
ZHEBHTEZ L IZREETH - 7.

NGSCBTi, 77 v 7Ry 7 AFEFTDLODEHD
CPUE—FZQXLHELT S, ZOHMADCPUE— FTH
fignsd7u A, fho 70w A DMA TN A

hash OS components
4
hash 0S kernel
Trusted Platform A
Module .
hash Boot Loader
4
hash BIOS
----- » R1TIERF

-3 TCG TS v hI7x—AICBIFDT—hTOER

SRS NG., £/, XEVADT7 7 AHlHKEEZ
nexus &EWEEN D TS F 2V T4 H—FIVICH
LiA®D, ZOfkE FEZHIKL THEET 22 LT, ®
X2V T4 A= VOREOBREZHEL TS, 7,
HRD & 512, 70275 A DVOIZKENRE RS T
O, ¥F—FK—F, 27 A, ETFZOMDT AL ATk
¥ 2 7 VOMRE (A1 7 — % D) 2He 5 2
ERMELTHS,

77N =y a v ORFBEDONIED 61, 0SHIEY
BLDTH2 (KITAIN TR L) {4 [EDS 24
WLk, ZDHI, NGSCB® TCG T, Fikxa
T—FA LTy THR TR RHL 0B, B-3I0RT
X911z, TCGHEHLD > A 5 L TlX, Trusted Platform
Module (TPM) & FEIZN 0t 8= N—F 7 =7
2, YATLT—=FRICEY 7 b7z T7a v R—%y
F (BIOS, 77— Fu—%, 0S) ® v ¥ afliz il
L, ET2. Zhoony v afilckh, favH—
PV POWSADIEREHTE S, kB, TPMASD
Endorsement Key & "W-EN 5 8% &ATED, LED
AV A=Y MCHNLTTPM D IESHEEZRT 2 E25T
2. 77—y arollf#gld, FEOTPM®0S
LTcor@fET s k), 77V avicELEOT
52 LEIPTES,

FHERE LT — 71T 256k 7 7 AL, R
ER2—FIZX27 7 A%Pi{70lc, 08232 —+

77 quthenticated boot, E7#zld, trusted boot & IEEN B,
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Ak L, REDANBEDORIZT 72 AR G5 ZTWw5,
—H, 29w F e TIAs LT -y RT3
TR, MEDL—YZ2EHLT7 7 AE252%C
Li3fach s, 2ofbhiz, NGSCBTIX, 7mv 7/
7 LEAFEDMEET 2R ED N— F 7 = 7 (TPM), OS,
Tar 7RI LTCT 7 AR 5 Z DA R SR L
Tw3, Zoftiilaickd, 7nr 7 ahisEL, F
TERVEERIC 70 7 I 507 =9 2XMET 5854 T
HoThH, ZOFEK ETEHET2TPMP 7027 7 4
DEWETEE461E, ZNSIKT V7 AMEEZ 5L
T, RELLTOT I 60T =8 OBEEZROZ &
TE5.

RAM LIcREI NI RBNR 75 v 7 Ry 7 213,
code-injection attack 2> 5 Bifill 4% Z L 3hHE 72 5,
ZOWEIX, V7b2T7DkeFa) T4 h—LERo
T\ % buffer overflow Z L, X €Y LT —%4H
BaiihIeTrruefoREE R 70y 7 02HFEA
A, ZTIILETZBTLOTHE, ZONKLELT, &
JED Intel, AMD, Transmeta5%#ho £ § 5% < ® CPU
TlE, 7077 LHE 7T — YR SR 5
LxECPUL_RLTHRELTED, XY Lot s a
v ld write 7> execute D EH 50— L EF A S dde v
(WAX: Write xor eXecute, NX: No eXecute, ¥ 7:l3,
DEP: Data Execution Prevention ##g & W41 %) X 9
K> TW 5",

ety fDS VY LIE

WA, a v a—Z ik (R, Diversity) %
Fie¥ 3 2 ETARIERY 7 b7 = 7T Btk % & o
B HESHE SN T3 Y, 7 & 218, OpenBSD 34T
3, 77420 —=FldsoB 74 77V % TV Lz
EFTr—=F$23I LT, T4ILART =LA D%
BTV 3,

Aty oS vFAMUE, avEa—2IcfflikEs
Fireg 272012, 7atyd (B LABA VY7V H)
Tl FEABTATETHS. K70
v ETEET Y 7 P 2 Tk ENE NS B4y
ty FCEBE NS0, RRED 7 axy FAFICES
NIeT A NVART — L \DiMEZ SO 5 T L TE S,

ZDOFIEE, ontheflyli5o—HTHD, &7 aty
Fix, e nztRa—-FLtEFINLARa—-F
DHO—3 G- Bz, 7ty
LICER KRR, a5 AETRIC (XY
DOMANT 2 v FEINBLUN) Kidr & KDXOR

ZWD LT rEE T4, ZONERTeReyHD
MAE7zyFr=y bbb eElEEnd 207
FHTE, B7 41—V ADETFTHIFLA LR,
7L, itk y P 7 vy o, Bl s
ThHHEERADTD, WEENXE) Z2HEHATE LY
AT, BEMEIE, CoHEPGHERLDIE, K
BEPL AT LN UTIEFICREL 2T 72 A LDT
ERVEATHD, L2, 774 YT 4 — LT
Lfy b7 =7 LOFIREEICEWT, avEa—%
T ANVAR A DRBICK B2KER CHGEICHERT
b5,

I REFRDEESIE

R ORG 51l (encrypted interpretation, % 7: 13,
obfuscated interpretation) |, on-the-fly %5 n—Fik
THY, 7uky yNHOTa—8 (MPHERL=>y })
B R (B58) ##ET 5 2 L oEBEns Y,
DK, ety b0 7 vy Ak FREDOETR
T, NAWS L RREOZ 2 HET 5.

ZoBRZ, Wty by LML ERBE KA R
aA—REARTI VIV IEDNES 7uy 7 &%, mijb
DEXHL, Tal T LZTEEH -0, CBCE—
FEICXDIERS 70y 7 2 I 5 2 LT TER LD,
ZOHNTIE, 7077 LhOFEDEATRDERIZ,
HERONIIREEZZ(LSEL7-DDY I —maEH S
PLOIHALTEL ZET, 57wy 7 OHgH% nlag
LT3, 412, A_a—Fadd & subZHE5{LL
7e7a 7o Lol ERT Eed e LT, ARIREA —
FebvzHw», A=t b rogREICZRZNEL
24 a— FESBEE (A HBEE) 28 es2LT
BEREZEHDO TS, 7rty ¥4 Ra— FEfiRd
270N (A3 — FOMBEIKEFELT) A—F< v
DREEEIH D, RIEINT 255 70y 7123
2 FREBDENML, 57 ay 7o 5. 7
a7 7 ADFIC K BREER RS 272 0lc, ¥ —
ML >T, 7075 LDKEFHMICE L TRLTRE
DIRFENE A — b2 F BT 2 L) Ihilflixn s,

ARREA — b= b vick BIE51E, 5 HRELT
13 DES S AES D BRI 5 & D HIRWL 4 Lo R
o, 2L, BEaAPPIRKESCEL (CPUDF v v
TaRXEVEBLEELARV) TEDS, NREERED
feo7as 7y a v FREPHNTEILET, YATLD
ol X SO AN AVASRE [ RS (I

8 Windows XP Tld, Service Pack 2 & D Z OHBENFIBAIALE 2> TW 3,
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sub
' add/sub
patiins sub/add
90
letx=n :Z: ;: ]
letp=1 if x2=0 exi
Loop: if x==0 exit Ifé(; =0 exit
wbnx %B%f
addx, 1 speemis—0 %859 ddp, 0
addp,0 “ frpnsiz=—ams goto Loo
goto Loop gdd p, X P
S tEnfcTOI5 4 )

-4 F—hYbVICKBDTOTSLDES

EFB'UDupT:ZFU—L\

IB?U"ICD‘i'C

AT, N—F7 27 DOFBICED Y 7 2T %
fit & v 8 —16d B Bl > WBTHA L7, Bz, TCG,
BXU, NGSCBI, SHDavEa—F 2 XA
FLINEEIHEE L TV B 2T, 5875y P 74—

LOYERDMEL T EFRENS, EL, FHEE
DLV ZEELT, 77 v b 74—V ¥EEH
T2LwI 7T Tu—F I B 5270 AL
PRI L0101, 2—FIc—-EOEEL2E &
I AL ADBEINIC R D TH A .
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