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Abstract This paper proposes an authentication method using location and speed information for mobile users. Though

passwords or PINs is widely used for authentication, an incorrect user could be authenticated, peeking at a user inputting a

password or PIN. With proposed method, users are authenticated when they sequentially pass through some points with

specific speed. They are not authenticated when passing speed on the point is different from specific speed. This paper

proposes the authentication method and confirms that location and speed information can be used for authentication by

exploratory experiment.

Keyword Location-based Authentication, Velocity, Challenge and Response, Door Access Control, Ubiquitous Computing
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Speed

Time Latitude Longitude (km/h)
12:33:00 [Lat. of Check Point A]-a-b [Long. of Check Point Al-a-b 9 Moving Speed on
12:33:01 [Lat. of Check Point A]-a [Long. of Check Point Al-a 10 Check Point A
12:33:02  [Lat. of Check Point Al+a [Long. of Check Point Al+a 10 } (Canceled)
12:33:03 [Lat. of Check Point A]l+a+b [Long. of Check Point A]+a+b 9
12:34:01 [Lat. of Check Point Al-a-b [Long. of Check Point A]-a-b 12
12:34:02  [Lat. of Check Point AJ-a [Long. of Check Point Al-a 13 Moving Speed on
12:34:03  [Lat. of Check Point Al+a [Long. of Check Point Al+a 13}'%““%WA
12:34:04 [Lat. of Check Point Al+a+b [Long. of Check Point A]+a+b 12
12:40:00 [Lat. of Check Point B]-a-b [Long. of Check Point B]-a-b 17
12:40:01  [Lat. of Check Point Bl-a [Long. of Check Point Bl-a 18 Moving Speed on
12:40:02  [Lat. of Check Point B]+a [Long. of Check Point B]+a 18}-%“*%WB
12:40:03 [Lat. of Check Point B]+a+b [Long. of Check Point B]+a+b 17
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