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DonQuixote: A tool for obfuscating Java class files
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class A{ class 001{
private void ml(String s){ private void 001 (String 001){
// some operation // some operation
} (1) Symbol name }
public void m2(){ renaming public void 002(){
ml (“Hello World”); N 001 (“Hello World”);
} oy

} }
class B{ class 002{

} }

class A{
private void ml(){
// some operation
2, in, !
(2) String public void m2 () {
encryption ml(decrypt ("Ifmmp Xpsme”));
¥

(4) Dynamic name .
resolution }

A 4

class A{ class B{

}
class B{ ¥

¥

private void ml(String s){
// some operation }

¥
public void m2(){ class A{

Class ¢ = Class.forName(decode (“B”)); public void m2 () {

Method m = findMethod (decode(“n2”), c); ml(this, “Hello World”);

m.invoke (this, new Object[]{ }
“Hello World” (3) Method

1r: distribution | }

} class B{

: public static void ml(String s, A a){
// some operation
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DonQuixote: A tool for obfuscating Java class files
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DonQuixote: A tool for obfuscating Java class files

01 00000000

Process Time

Load class file 263.1 msec

Symbol Name Renaming 634.9 msec

String Encryption 1705.5 msec

Method Distribution 824.2 msec

Dynamic Name Resolution 2245.2 msec
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public class Fibonaccif{
public int fibonacci (int n){
if(n < 1) throw new IllegalArgumentException();
if(n == 1 || n == 2) return 1;
return fibonacci(n - 1) + fibonacci(n - 2};
}
}

04 0O000O0OO0OOODOOO

public class 00001{
public int 00002 (int ©0003){
if (00003 < 1)
throw (Throwable)DynamicCaller.newlInstance (
new Object[0],
_ decrypt ("cf00ae0044....feflea2lb8")
)i
if (00003 == 1 || 00003 == 2) return 1;
return
((Integer)DynamicCaller.invoke (this,
new Object[] { new Integer (00003 - 1), },
_ decrypt ("69ad693eab. ..feflea2lb8"),
_ decrypt ("b8le592ed3...feflea2lb8"))).intValue()+
((Integer)DynamicCaller.invoke (this,
new Object[] { new Integer (00003 - 2), },
__decrypt ("69ad693eab...feflea2lb8"),
_ decrypt ("b8le59%92ed3...feflea21b8"))) .intValue();

public class 00001{
public int 00003 (int 00002) {
if (00002 < 1)
throw (Throwable)00009.00018 (
new Object[0], "92da227987....beecl5702e"
Yi
if (00002 == 1 || 00002 == 2) return 1;
return
({Integer)00009.00021 (this,
new Object[] { new Integer (00002 - 1), },
"1774e4dbaa. ...5c4£1706F4"
"80aldebbag....5c4f1706f4™)) . intValue() +
({Integer)00009.00021 (this,
new Object[] { new Integer (00002 - 2), },
"1774e4dbaa....5c4£1706£4"

! "80aldebbal....5c4£1706£f4")).intValue();

private static String  decrypt(String string)({
// decrypt given strings
return new String(cipher.doFinal{(...));
}
¥

}
¥
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