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An Authentication Method with the Combination
of Spatiotemporal Information and Actions
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We propose a new authentication method combining actions and spatiotem-
poral information such as location, elapsed time, and travel distance of a user.
To be authenticated, a user performs certain actions at certain points defined
with spatiotemporal information. Additionally, we propose partial matching
authentication which allows partial mistake of user’s authentication procedure,
and define combination of spatiotemporal information and action as spatiotem-
poral character. With spatiotemporal character, we evaluate security of our
proposed authentication method. We experimented to confirm the security of
the proposed method, and the results showed that result false rejection rate is
0.003% and false acceptance rate is 0.0019%.

1. 0O0ad

00000ooooooooooopoIicoooooooogoooooooooooo
goooboooooooooooooooooboboOoobooooboooOooooooon
goooooooooooooobooooobooooooooooooooooooon
O00oo0oooooooIcooioooooooooOopIcOopoooooooooo
O000ooooOooICooo0ooo0o0ooo0o0ooooooooo0oooooo
000000000000000Y0000000000000000000000000
0000000000 0000000000000000000®Y0000000000
0oOo0O0oOoooooooo”™o

obobooooooooooboooobo200000000000DOOOCOOODnOn
gobooooobooooooomoobooooooooobooobooooboooobooooDn
0000000000000 000000000000%000000000000000
gooobooobooboooboooobooboooboooooooooOoOoboboobOOoOooOonn
ooooooobooooooooboooooOoooboooobboobooooboboboboooooboo
goooobooooooooboooobooooboooboooboobobooOoboOoooboOonn
09 0000000000000000000000000000000000000
ooooooo

gooooooooooooobobooooboooobo0oobooooooooooooDooboDD
gooooobooooooooboooooobobooboooooobooobbooooDbooDboo
gooooobobooooooooooooboooobooboOoooooDooboOooooDon
gobooodbol1000o00oooooooooboooboobooooooooooon
0000000000000000000 A,00 BOOO COOODOOOOOOOO
goooboooooooooobooooobooooooooooboOoooooooon
doobobooodooooooooooooooboobooooooobooooobooOoobon
dooooobooboooooooooooboooooboboooooooboooooboon
gobod

1 0000000000000 ODOooOoooo

Graduate School of Information Science, Nara Institute of Science and Technology
t2 0000 0D0D00O0O0ODOO

Graduate School of Engineering, Kobe University

(© 2010 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

Station

Al

Push Button
Push Button

Authentication
=8
AlI[lI"
C D l‘m‘m‘_
Push Button Data Center

01 0000O0o0oOooooOoooooooooooo
Fig.1 Example of Authentication with the Combination of

the Location Information and Pushing Button Action.
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Table 1 Settings of Authentication String used in examples.
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Table 2 Number of Patterns of Successful Input String with No Missing Character.
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Table 3 Number of Patterns of Successful Input String with Missing Characters.

ooo | ooo | ([E-Z][0-9]) ([A-D][1-9]) ([A-D][0-9])  ([A-D][1-9])  ([E-Z][0-9])
ooo ooo oooo oooo oooooo oooooo oooooo
1 1 0 0 403 3Co X 90 2200 X 100

2 1 1 0 402 3Co X 90 2201 X 101

0 1 4C3 3C1 X 91 22C0 X 100

2 0 0 1C2 2Co x 9° 22Co x 10°

3 1 2 0 4Cy 1Co x 9° 22C2 x 10°

1 1 402 201 X 91 2201 X 101

0 2 4C3 3C2 X 92 22C0 X 100

2 1 0 4C1 1Co x 9° 22C1 x 107

0 1 402 201 X 91 2200 X 100

3 0 0 401 100 X 90 2200 X 100

0000 (E-Z)0-9)0000

e 0000O0DOODOOONDOONDOODNOOONDOO ([A-D][1-9) D000
00000000000000000 t»>000000000000000000

e 00000 Input000000 AuthStr000000000 tn0000000000
000000000000000 2000 0InputD (A0) (BO) ([E-Z][0-9]) ([E-Z][0-9])
000000000000 1000000000

e 00000 Input 000000 Auth Sr 00000000000000000000
tn000000000000000000000000 2000000010000

(© 2010 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

O OlInput O (A0) (BO) ([E-Z][0-9)) 00 000D O0OO0OODO 2000000000
a 00000 Auth . Str000000

(a-1) 00000000 1000000 00000 TPOOOOOO DPOOOOOO
O0LPO0OOO0D 10000000Auth Sr0000000 POOOOOOOOOOP
000000000000Auth Str 00000 POOOOOO0O0260000 4000
000000000000 C4000000000 0 POOOOOOOOOD POO
0000 e 0000000000000AuthStr0000000 2C4x10*0000
(a-2) 00000000 2000000 0000000 1000000010000
O0Auth Str 00000000000 1000000 2Cax 100000000 300
00000 %C3 x 100000000000

(a-3) (a-1)0 (a-2) 0000 000000000 0000000000000 tn
D000Auth Ser0000000 " enCujen” 0000000000 Auth StrD
O00000000000en000000000en0000000000000O00

b 000000000000 InputJ00000

(b-1) 00000000 1000000 0000000 00030000000000
000000000000 nput00000000 200000000000000([E-
Z0-9)0000000000000000000000 (A-D|-9)0000000000
000000000000 0000000000000
00000020 (A-D)[0-9) 00000000000000000000000000O0
0000000000000000000000000000000000 20 {([E-Z][0-9])
00000 10(A-D][1-9)) 00000 100000 20 50000 Auth_Str (A0) (BO)
(CO) (DO)0 40000 300000000000004C30000
0020 (A-D|1-9)) 0000000000000000000000000000000
00000000000000000000000Auth_Str (A0) (B0) (C0) (D0) 0 40
000 3000000000030000 (A-D)[1-9)000 1000000000 3G
00[-990000009' 0000 3C; x99 0000

(b-2) 00DO0D0OD0 2000000 0000000000 3000000000
000000000000000000000000000 Input0000000000
Auth Str 00000000 30000000 10000000000000000000
0000000000000000

(b-3) (b-1)J(b-2) 0000 0COODO0O0OO f00000000 gO{[A-D][1-9]) 00

Vol.2010-MPS-77 No.27
2010/3/5

000 AODO0000000000O AuthStr 0000000000000 »000000O0
0t0O0DODOO0O0D0 ep000000000000 en0000000000 200 30
([A-D][0-9)) 0000000 ,CpngenD{([A-D][1-9)) 00O OO0 OO »_gsnCh x (en—1)"0
([E-Z])[0-9) 0000000 en-nCyn_sx(en—1)9""7 00000 200300000
0000000000000000000000(A-D][0-9)) 000000 x([A-D][1-9])
000000 x(E-Z][0-9) 0000000000000000000000 t»00000
000000000000 Input00000000000000 f0000 00000
00000 g0 fO00tn 0000 (A-D][1-9)) 0000 A0 000 ¢00000Input O
0000000000000000

c 00000000

0 (a-3)0(b-3) 00000000000 pt, 000000000000000O00O0
0+:000000000000000000000000000000000C00000
0+-1000000000000000000000 70000 FARODOOOOOOO
000000 =100000

S >y nCrgh ng4nChlen — 1) cnnCyn—gend ™"~/

tn ) . (9)
Ej:o enCn_jen™=i —i+1

pl;

4. U a

goooooo3soooooooobooooooooooobooooooboooooDn
gooooooooooobo0ooooooboooooboooboooooobooOoboOoOOoDoo
goboooboooooooooooooboooooooooooooo 1000b0o0Ooon
O0200000000000put000000 10000000C000000O0O00OO
O0000DDOO0OO0OO0OOFRROODOOOOOOFARODOOODOOOOOOODOOOOOOOO
ooooooooooooooooooooooooDoDOoOO TPOOOOO
OOoooO0oo0Ooo0o0oo0o0o000tMargin,0tMargin,e 00O000000000O00DO
goo
gobo01 0OO0OO0OO0100030000000000000 2000000000000
oood
oobooz2 Obooooooooooooboboo100o00b0000oboo0oobooboOoo
oooo 3 ooodg 20 100000040

(© 2010 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

04 0O0O0O0OOOCOOOOOCOOOOOOOOOOOODOOOOOOOOOOO0
Table 4 Element Input Failure Rate and Number of Authentication Point Candidate When Using
Pushing Button Authentication Action.

tMargin,(0) | 0000000 (%) 0OO0OO0O
1 7.5 101
2 4.5 51
3 4 34
4 2.5 26

05 0000000000000 00D0O0ODOO0O0000O0O0O0OOUOFRROFAR
Table 5 String Input Failure Rate, FRR, and FAR When Using Pushing Button Authentication

Action.
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4 0.0002 0 40.1057
5

0000 100000000000000000 PDAOODOOOODDOODOOOODOO
000000000000 etime PDAOODODOOODOODOOOOODODOODOD
0000oooopoooooo GulIdoOooooooDoooooooo

040 tMargin, 1000000000 CCOCOOODODODDOOO 10000000 800
ooooogogoooooooo TpODODOOOOCCOOOOOOUOUOOODODOOOOODOO
tMargin, 1 000000000000000000O0O00O00 spetmp 0 TP —tMargin, <
spctmp < TP + tMargin, D0 000000000 OspctmpOUT TPOOOOODOO
000000oooooooooooo PDAD 100C0CCOOOOOOOOODOOOOO
tMargin, 0 100000000CO

tMargin, =1000000000000000 FAROOOOOOOOOOOOOOO
000 50 tMargin, =100000000000000FRROFAROOOOOOOO
004000000000 1000000000000000 3.0%0FAR O 0.019%0 O
00000000 5000000000 1000000000000000 48%0000

Vol.2010-MPS-77 No.27
2010/3/5

O00D00D00O00FARO 0.002%00000000000000000000 FRRO
02%000000000000 3000000FARDO 0.0018%000000000FRR
00.01%000000000000000

5. O 0O O

ggbooooboooooooobooooobobooooobOboboobOouboooooDoon
oobooooboooooobobooooOoooboobooboboobooOoooboboOoooboOoooDooo
goooboobooooooooboooooboboboooooobOboOoOooobboOoDbOoODbon
oboooooboboooobooooboooooboooooOoOoOoOoOoOoOooboboOooboboOoooo

o o 0O 0O

1) 0000000000000 00000000000D000DD0OO0OO0OUOUOOO
000000000000000 Vold6, No.12, pp.2997-3007 (2005).

2) Just, M. and Oorschot, P.: Addressing the Problem of Undetected Signature Key
Compromise, Proc. Network and Distributed System Security Symposium (1999).
3) Matsumoto, T., Matsumoto, H., Yamada, K. and Hoshino, S.: Impact of Artifi-
cial “Gummy” Fingers on Fingerprint Systems, Proc. Optical Security and Coun-

terfeit Deterrence Techniques IV, Vol.4677, pp.275-289 (2002).

4) 0000000000000 O00O0OU0O0ODO0OUO0OOO0ODOOOOOOO
Jo0o0o0bDoO0oOo0:00000o00o0ooo0booboOoo0oog Vol.d, No.2, pp.
76-85 (2008).

5) 00O00o00OoO0oU0O0O00oOoO0oUOoOO0OOoO0OO0DOO0O0OOOUOOoOOOD
00000 Vol.28, No.3, pp.69-106 (2009).

6) Weaver, A.: Biometric Authentication, IEEE Computer, Vol.39, No.2, pp.96-97
(2006).

7y 00000O000o0oO0oooooooo, 10 10 (2009).

(© 2010 Information Processing Society of Japan



