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A Comparison of the Notations of Checklists in
Security Software Inspection

Yuji Bando,” Shuji Morisaki, T and Ken-ichi Matsumoto®

Checklists are used as a typical reading support for software inspection. Inspectors can
detect defects by answering the questions in a checklist. In some checklists, inspectors
need not answer a question if the prior question is finished because some questions have
dependency other questions. In this paper, we conducted an experiment with a checklist
that has several questions having dependencies. The inspection targets are 4,500 LOC
source code and requirement document. Subjects are divided into three groups (a) ad-hoc
group, (b) checklist of ordered questions (Guided Checklist) group, and (c) checklist
noted by flowchart-like notation (Security Goal Indicator Tree) group. The number of
correctly detected defects has statistical significance between groups (a) and (b). Groups
(a) and (c) have also statistical significance.
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TWABZ ENbnd. Fiz, ad-hoc & GC ORI TIE p {43 0.000400 & 720, HEKUE
1%DMAMAEEZEND D Z ENbhoTl=. FERIC, ad-hoc & SGIT ORITIX p A
0.000135 & 72 ¥, HEAKME 1BOFFHIEELELHD Z L1 broT-.
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number of defects corectly detected
--- -4

number of defects corectly detected
=]

ad-hoc GC SGIT ad-hoc GC SGIT

technique technique
10 LV Ea—FED L O EEKRONN 11 L Ea—FHETEOEERDOS
RERIpI—PBRE, BER/NAT — @MW TS LS N-EMER (f5iE)
DIEBEROWE) R4 ITRT. 2N X0, FUMEEEINZEREE (B T6 SGIT
EHEMATHEEERENENRBHEANDD E N Z ERDNS.

F4 LEa—HEILOBELSNIIREDOIEE ROV

BeRa—PRE BERNRAT — RiEM
HHEH 2 4 1 7
F I FEIE
GC (%) 50 40 100 33.3
SGIT (%) 100 100 100 75.0
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AR T, BHEEOMICKERBERSEF = v 7 U X FOETLH LB KRR
BRzRET LI 2HNE L, #BREEREZER L. $BE X, MAARY 7 b
7T B Web 77U r— 3 VB, Ny r—UBIRICHED D EBRBRE 92 A
ThHD. LE2—X R, Web — L LTHRESN-EHERT, SLHLZTHH
ZEDV AT LATHY, LE =3x8, ISP 24&Te Java Y — A =2— K 4500 1742 %
CEARBCTRBRENZEMEHEETHD.

EBRTIE, EREBE OMICIKERREAHEF =22 VA FE LT GC & SGIT, #Fi
00 FHEHEE LV ad-hoc © 3 2D H{ETHIH I NI RGO EE L FEERZ LKL
7=, EBOWR, GC ##HHT2L, ol ta—FHELY L EORRERRTS
TENTE F, SGITE#FEMT A&, oL B a—HEL D b Iz Xio
EERNEL 2o T,

EBIETHOT > r— b XV, SGIT FIAFIEEBAET 2 DIZoh - T2 IFRIE, 20
B~85 53 THDH I EnNbholz. GC OFHTIEZEMET 20 L T 5 &, SGIT 1T
FEAZIRENEEZOND. LA, Wo AR FIEAFM L TLEZIT, SGIT
%, EERE BT A0 TF =y 7 VA NDOERRFETHLEEZOND.

5%, T I IV ITRBEOT U — MEREARDE T EZED L Z LITLD,
FERI R KD EABRLTEAREE DA - DI LBERBRBROMBN DL IR LD ThH S
DRHLNCRBDTIHRNNEEZ TS,

o

EBUICSIMNZ 20T 138 OEERE, A 2 FBREIC T ) T2 7200 T BRI a3
b, £z, KWFFEOHEEIZ HT- - T, Frank Elberzhager [, #H #—8 K, IRES 5
T RICZ KRBT E VLW, £, AROEREM (Lo —%%R, F=v2 )
AREIZLDHETDH XA M) OIERKIZH 7= > T Frank Elberzhager K, Marek
Jawurek D X & W27 2. ARBFSE0O —#R1Z, Fraunhofer Institute for Experimental
Software Engineering (7 7 7 A — 7 7 BFeHRE B Y 7 b U =7 LF5ERT) O
W70 X 0 Efs S iz, £z, KRROGHTxIET — % 1% IBM Academic Initiative Program
(http://www.ibm.com/developerworks/university/academicinitiative/) M 3$2(Z L > TILLE
INTe. RO —EIL, SCIREE NIRRT BBAEE O 72D O RN DZ5t
IESWT bz, 72, AFRO—IL, SCRREE R emMhe G5 F B
A% B 20700028) (Z K DBhALAE T T,
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