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Abstract  Thorough an ongoing process of maintaining large legacy software, a number of “implicit
coding rules”, which are never described in specification documents or design documents, are
unexpectedly generated as software becomes more complicated than it used be. Violating such rules cause
fault injection. This paper proposes a method for automatically detecting and informing code fragments
that violate implicit coding rules. In this method, patterns of typical code violating rules are derived from
past bug reports. The patterns are described by a pattern description language, and, a potential faulty code
fragments are extracted by a pattern matching technique. The result of a case study showed that 30% of
faults in a large legacy system were due to the violation of implicit coding rules, 82% of these faults were
descriptable by the pattern language, and, all these faults were extracted by the proposed method.
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