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Abstract

In this paper, we present a new method to protect software against illegal acts of hacking. The key idea is to add a
mechanism of self-modifying codes to the original binary program, so that the original program becomes hard to be
analyzed. In the binary program obtained by the proposed method, the original code fragments we want to protect are
camouflaged by dummy instructions. Then, the binary program autonomously retrieves the original code fragments within a
certain period of execution, by replacing the dummy instructions with the original ones. Since the dummy instructions are
completely different from the original ones, code hacking fails if the dummy instructions are read as they are. Moreover, the
dummy instructions are scattered over the program, therefore, they are hard to be identified. As a result, the proposed
method helps to construct highly invulnerable software without special hardware.
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int main(void) |{
long n;

while(1) |
printf("Enter Your Serial Number: ™);
scanf ("%1d”, &n);

if(n = 123) {

break;
} else |

printf ("Wrong!¥n");
}

J

printf(”Correct¥n”);

return 0;
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pushl %ebp
movl %esp,%ebp
subl $24,%esp
call ___main

L5:

pushl %eax
movl $CFLOC_1, %eax
movb $125, 1(%eax)

popl %eax

addl $-12,%esp
pushl $LCO
call _printf
addl $16,%esp
add! $-8,%esp
leal -4(%ebp),%eax
pushl %eax
pushl $LC1
call _scanf
add! $16,%esp
CFLOC_1: Y
or i123;-4i%ebéi
pushl %eax
movl $CFLOC_1, %eax
movb $77, 1(%eax)

popl %eax

jne L6
jmp L4
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movl %esp,%ebp
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call __main
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pushl %eax
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subl $20, %eax
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call _printf
Al:
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leal -4(%ebp),%eax
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push! $LC1
call _scanf
add| $16,%esp Y
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pushl %eax

movl $A1, Y%eax
add! $23, %eax
movb $77, 1(%eax)
popl Y%eax
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jmp L4
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